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/ Introduction
As global banks and financial institutions 
offer a growing number of financial 
products in their portfolio, there is 
a renewed focus on local markets 
and increased integration between 
commercial and investment banking 
operations.

At the same time, robust anti-
money laundering (AML) mandates 
and regulations change how financial 
institutions manage their internal and 
external business and compliance 
procedures and processes.

These regulations have, over time, been 
enhanced and amended to provide law 
enforcement and regulatory agencies 
with the most effective tools to combat 
money laundering. Although they provide 
these agencies with effective tools to 
combat money laundering and other 
illegal transactions, they do pose a 
problem to organisations from a business 
perspective. 

This is because each of these 
amendments and enhancements adds a 
new layer of complexity to the process. 
This, in turn, burdens compliance crews 
of organisations like FinTech businesses 
who have to manage intricate compliance 
processes, often across various teams. 

This complexity is made even more 
intricate by the number of different 
solutions that these organisations need 
to manage and orchestrate to comply 
with other parts of the regulations.

This has resulted in organisations often 
having separate teams to oversee every 
part of the AML compliance process. 
Here, each uses its own software and 
implements its own set of procedures. 
This leads to siloed data and systems 
that need to be coordinated to ensure the 
business complies with the regulations 
while also keeping it as streamlined and 
efficient as possible.

And herein lies one of the first challenges 
that businesses encounter. Because 
these specialisations focus on different 
parts of the AML process, it has led to 
inefficiencies in the process where data 
is often lost, and organisations cannot 
correctly identify threats.

As a result, these organisations face 
massive challenges in implementing 
their compliance rules. This is often the 
outcome of tight thresholds that deliver 
too many false positives, while, on the 
other hand, loose thresholds that could 
allow criminal activity to go undetected.

Ultimately, these organisations have 
to find the right balance between tight 
and loose thresholds to enable their 
procedures and business processes to 
run smoothly.
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/ AML Challenges Faced by FinTech 
Businesses

Although they are subjected to the same 
regulations and sanctions as traditional 
financial institutions like banks, they 
often do not have the compliance 
infrastructure and labour resources of 
larger financial institutions. This makes 
compliance a complicated affair that 
takes a lot of time and effort to manage. 

Another problem is that they typically 
do not have any face-to-face interaction 
with their customers. This means that ID 
verification, which is often the first step 
in the process, is complicated. Also, 
another challenge is that many FinTech 
businesses must meet the compliance 
requirements of a sponsored bank that 
does not necessarily have visibility into 
its business data.

So, these complications, and having to 
meet the same regulations as larger 
organisations, but not always having 
the required resources to do this as 
efficiently and effectively as these 
institutions, amplifies the typical 
challenges relating to AML.

And not meeting these challenges and 
failing to detect money laundering 
activities adequately can introduce 
massive risks for FinTech businesses. 
This, in turn, can result in hefty 
fines, adverse media, and overall 
severe reputational damage in a very 
competitive marketplace. 

Apart from the challenges mentioned above, FinTech businesses 
have their own set of unique challenges in the AML compliance 
process.
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/ What Happens if Compliance Fails?
And speaking of the negative effects of 
non-compliance with the regulations, 
failures here can cause firms to face 
heavy penalties. Despite this, the AML 
fines and sanctions continue to rise 
every year because firms do not comply 
with the rules.

For example, AML fines in 2018 were 
about $4 billion (EUR 3,2 billion circa) 
globally. In 2019, this figure doubled to 
approximately $8 billion (EUR 6,6 billion 
circa). During the first half of 2020, 

the AML penalties were close to $6 
billion (EUR 4,9 billion circa). It is a rising 
and worrying trend.

Most of the recent penalties result 
from a failure to comply with due 
diligence regulations on new clients, 
improper management of AML programs, 
inadequate transaction monitoring, and 
failure to ensure proper adherence to 
the regulations.
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 ⚫ KYC or customer due diligence: 31% of significant cases

 ⚫ AML management: 30% of significant cases

 ⚫ Suspicious activity monitoring: 22% of significant cases

 ⚫ Compliance monitoring and oversight: 17% of significant cases

As a result of the prevalence of these cases, FinTech businesses and other similar financial 
institutions face ever stricter scrutiny because they are so often used for money-laundering 
purposes. 

Unfortunately, many of these organisations still rely on legacy systems making it difficult to 
keep up with the changing trends in financial crimes. As a result, they expose themselves 
to the risk of non-compliance. This, in turn, exposes them to hefty fines, criminal 
proceedings, and sanctions.

For example, the most common findings and the number of cases are:
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/ Meeting These Challenges Through 
Technology
FinTech businesses need to find solutions that enable them to implement new functionality, 
better response times, and client flexibility to meet all these challenges effectively. 
Fortunately, the advent of cloud computing, big data analytics, and new middleware has 
made it possible for FinTech businesses to accomplish this.

As a result, many FinTech businesses and financial firms are able to streamline their AML 
process is by:

 ⚫ Scaling their infrastructure to analyse a greater volume of transactions. Greater 
data availability means businesses are able to get richer insights if they analyse 
more data.  

 ⚫ Gaining insights from their existing long-term and real-time data sources while 
also integrating new data types like unstructured or semi-structured data feeds.

 ⚫ Dynamically creating and changing business workflows, policies, and processes, to 
meet the evolving requirements of the AML legislative and regulatory framework.

 ⚫ Providing easy to use dashboards that are accessible by authorised personnel in 
multiple roles from compliance officers to auditors and government agencies. In 
this way, they have a complete view of their AML compliance processes.

 ⚫ Building automated business processes that are transparent to all stakeholders 
and regulatory authorities while also meeting regulatory mandates.

 ⚫ Writing business rules that automatically trigger workflows and investigations. 
This saves them time and helps them to avoid errors in the process

 ⚫ Implementing customer due diligence, enhanced due diligence, and universal 
beneficial ownership policies that enable organisations to predict better types of 
likely transactions that AML regulations will impact.

 ⚫ Integrating fraud detection with anti-money laundering (FRAML) systems.     
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/ The Case for an End-to-End Solution
Considering all these ways in which technology can help FinTech businesses to streamline 
their compliance operations and make them more efficient and effective, the case must 
be made for an effective end-to-end AML solution that will facilitate their processes 
and keep them compliant with the regulations.   

Such a solution will effectively eliminate specialisations and silos 
that lead to operational inefficiencies during the compliance 
process. 
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For an end-to-end AML solution to be capable of this, it has to 
have specific requirements.

/ Requirements for an End-to-End 
Solution

/ More Data Sources

An effective AML solution needs to 
support a broad range of data sources 
and transaction data. It is also crucial 
that this data includes information at 
rest and information in motion to enable 
the business to use historical data and 
real-time data as well. 

Using more data that includes real-
time, structured, and unstructured 
data make the system more effective 
at identifying business events which, in 
turn, drives the interaction between the 
AML framework services. 

Ultimately, this will allow businesses 
to analyse real-time data and historical 
data concurrently. In turn. this improves 
the identification and possibly the 
prediction of money-laundering 
transactions.

What is extremely helpful here is that 
the AML solution should be able to use 
connectors and integrations to extract 
and ingest data from a variety of sources 
and databases while making that data 
available quickly for analysis.
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/ Extensible

An effective AML solution should 
allow rapid and flexible application 
development. This allows business 
experts and developers to model, 
automate, measure, and improve their 
critical policies and processes, which 
are executed as part of a business’s 
rules.

It should also be able to match data 
elements to determine a quality score in 
order to eliminate false positives. Here, 
for example, it should be able to screen 

the personal information of customers 
like the names and addresses against 
the international sanctions lists. 

And it should be able to do this even 
when there are typos or errors in the 
details. Finally, it should come with full 
watchlist support, which analysts will 
be able to maintain and update easily 
in conjunction with the information 
provided by government organisations, 
sanctions lists, and confidential internal 
watchlists.

/ Fraud Processing System

Although a fraud processing system 
is technically a separate supporting 
solution to an AML solution, it needs 
to integrate with it and take advantage 
of technologies like analytics, machine 
learning, and artificial intelligence. 

Here, once a transaction is flagged 
as a suspicious transaction, the AML 
solution needs to provide an adaptive 
and responsive user interface that 
allows analysts to create a complete 
audit trail of the rules that caused the 
trigger. In turn, this capability helps 
analysts understand the transaction 
under investigation and which data 
triggered the investigation.

The solution should also have 
automated process tools that will 
allow stakeholders to design business 
processes and define policies that will 
show analysts precisely what steps 
have been completed and what steps 
will follow. 

Another vital component is that it should 
be able to retrieve all the associated 
data regarding a transaction and its 
related customers, which will enable 
analysts to get a complete view of the 
suspicious transaction.
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/ Hybrid Cloud Solution

To provide the most effective and cost-
efficient solution, an effective AML 
solution must provide timely information 
to analysts, which allows them to act as 
quickly as possible. 

For this reason, a hybrid cloud model 
can be employed. This lets organisations 
gain considerable agility by deploying 
scalable AML solutions that can adapt 
quickly to new challenges or changing 
regulations. This brings FinTech 
businesses significant benefits.

Considering these features that an AML 
solution should have, the essential 
components of the AML process as 
implemented with such a solution will 
be described hereinbelow. 
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/ KYC (Know Your Customer)

In simple terms, the KYC process is typically the first step in 
identifying a customer’s identity and starts the AML compliance 
process because no further steps can be taken until the 
customer’s identity is confirmed. 

/ What Is Know Your Customer?

Know your customer or KYC is the 
process of gathering data, verifying the 
identity, and understanding the risks 
of doing business with a particular 
customer. In simple terms, it is about 
confirming the identity, suitability, and 
risks involved with doing business with 
a specific customer.

In practice, this means obtaining all the 
customer’s personal information like 
their name, address, date of birth, and 
an official document with a photograph 
that confirms their identity.

In addition, customers must also be 
screened to ensure that they are not on 
any sanctions lists or politically exposed 
persons.

The KYC process also entails customer 
due diligence. This is the process of 
assessing the risk of doing business 
with the customer during both the 
onboarding process and on an ongoing 
basis after that. 
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Customer identification. 
The first step in an effective KYC process is identifying 
the customer. To do this, it is necessary to use tools that 
confirm that the customer is, in fact, whom they purport to 
be. This can, for instance, be done by requiring a customer 
to take a photo of their government-issued ID or driver’s 
license together with a selfie to confirm that it is, in fact, 
the same person. Unfortunately, many institutions still rely 
on other methods like credit bureaus to verify the identity 
of their customers, and this does not provide the same 
level of identity confirmation and verification.  

Screening� 
The next step in the process is to check the customer’s 
identity against any global or regional watchlists for 
sanctions or if the customer is a politically exposed 
person (PEP). Apart from this screening process initially, 
organisations also need to stay updated on the risk status 
of existing customers. This means they will have to be 
alerted when any of their existing customers end up on a 
global or regional watchlist.  

Risk scoring� 
The final part of the process is implementing a robust risk 
scoring framework. This enables organisations to effectively 
capture customer risk on a continuous and dynamic basis 
which counters the growing sophistication of money 
laundering schemes. Here, organisations must develop risk 
scoring systems for various customer categories because 
every customer has different risk parameters. 

/ Key Components

Typically, an effective KYC process has three core components that help 
businesses to prevent the threat of money laundering: 
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/ How It Works

With an effective AML solution, the 
KYC process will typically start with 
the customer taking a photograph 
on the phone of their identification 
document. This could be anything from 
a government-issued ID to a passport, 
or even a driver’s license, depending 
on the circumstances. By using this 
photograph, the FinTech business can 
then establish whether this ID document 
is authentic and valid.

The next step would be that the 
customer takes a selfie on their phone in 
order for the business to verify that the 
customer is, in fact, the person on the 
ID. The system can then also incorporate 
a liveness check to ensure that the 
person holding the ID is physically 
present during the transaction.

By using machine learning and image 
recognition technology, the solution 
will then be able to tell whether it is 
the right person that the business is 
dealing with. Accordingly, it will verify 
the customer’s identification.

Once the customer’s identification is 
verified, it can move to the following 
steps to check whether the customer’s 
identity is on any global or regional 
watchlists for sanctions or if they are a 
politically exposed person.
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/ Transaction Monitoring

Once the customer’s identity is confirmed, the next step in the 
process is transaction monitoring. This is a continuous process 
and the part of the AML process where suspicious transactions 
are identified and flagged. 

/ What Is Transaction Monitoring?

Transaction monitoring allows 
organisations to monitor their customers’ 
transactions on a daily basis or in real-
time to pick up any suspicious activity. 
By combining this real-time data with 
an analysis of a customer’s historical 
information and transaction history, 
transaction monitoring can provide 
organisations with a complete picture 
of a customer’s profile, risk levels, and 
predicted future activity. 

In addition to traditional transaction 
types like deposits, withdrawals, or 
funds transfers, transaction monitoring 
should also include peer-to-peer 
transfers, currency exchanges, and 
profile updates. 

Because of its purpose, transaction 
monitoring is one of the most critical 
tools in helping organisations detect 
and prevent money laundering. When 
a suspicious transaction occurs, the 
organisation must act quickly to 
investigate. 

If nothing illegal has occurred, the 
organisation should confirm it. If 
something has, the organisation should 
perform a regulatory filing with the 
proper authorities or regulatory bodies.
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Advanced detection�  
One of the big problems with legacy systems is that they 
are based on static rules. This means they can only detect 
the most basic money laundering vectors. An advanced 
solution will be able to analyse massive amounts of data. 
It will be able to pick up subtle trends and patterns in 
the data, which makes identifying instances of money 
laundering easier. Its efficacy will also be improved by 
establishing different rules for various population groups 
based on factors like the risk level, location, or account 
type.   

Reducing false positives� 
As mentioned earlier, false positives pose a significant 
problem to FinTech businesses because they often use 
a system with a threshold that is too tight. These false 
positives impact the efficiency and effectiveness of any 
compliance program and can disguise actual illegitimate 
activity. A more modern approach would use the data 
from every investigation to identify and predict money 
laundering activities more accurately. In addition, by using 
technologies like machine learning, this solution will get 
more effective over time, and its results will improve as 
more data is used to train it. 

Enriching data� 
An effective transaction monitoring solution allows FinTech 
businesses to incorporate their own datasets into the 
transaction monitoring process. In this way, they can use 
external data sources like social media to enrich their data 
and be more accurate in flagging suspicious activity. So, 
apart from verifying details like a customer’s income or 
asset value, FinTech businesses can use external data to 
verify further the information provided by the customer.  

/ Key Components
To be effective, a robust transaction monitoring system should have the 
following features:
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/ How It Works

With an advanced AML transaction 
monitoring solution, FinTech businesses 
will be able to create a profile of each 
customer’s financial habits and history. 
It will then be able to track transactions 
against this history to identify patterns 
and trends in the transactions.

As a result, it will look for anomalies 
or deviations in transaction types, 
amounts, frequencies, and more. For 
example, if a customer only spends 
small amounts every day, one significant 
transaction will trigger the system.

When the system or solution discovers 
any suspicious activity, it will alert the 
business to take the necessary steps. 
Over time, the system will be able to 
refine the customer profiles using their 
ongoing transaction habits and other 
financial activity. 

As the system becomes more efficient, 
suspicious activity will be flagged 
faster and more effectively. As a result, 
the business will be able to take the 
necessary steps to prevent any money 
laundering transactions earlier.

Another benefit that an effective AML 
solution provides is that it can take 
advantage of cloud infrastructure. This 
means it can be deployed much faster 
than on-premises solutions, and they 
are ideal for distributed investigation 
teams. They also offer the benefit of 
increased security, audit trails, and 
advanced reporting capabilities.

This, ultimately, means that the days of 
legacy, on-premises solutions are over. 
Compared to cloud solutions, these 
deployment types take far longer to 
go into production, and it takes more 
skills and experience to maintain these 
systems.
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/ Case Management

/ What Is Case Management?

The final part of an effective AML solution 
is case management. This requires 
analysts at FinTech businesses to review 
and investigate any suspicious activity 
that was identified by either the KYC or 
transaction monitoring processes.

Because it is so important, case 
management functionality is increasingly 
being incorporated into detection 
solutions in order for companies to 
streamline their compliance operations 
and help investigators to organise, 
prioritise and manage investigations. 

An integrated case management solution 
enables compliance teams to conduct 
their investigations far more efficiently. 
Some advanced solutions even offer 
configurable capabilities which provide 
flexible case management workflows 
while at the same time creating audit 
trails. Ultimately, regulatory filings are 
made more accessible, and FinTech 
businesses reduce the risk of non-
compliance

Once KYC and transaction monitoring have played their part, 
case management comes into play. As will appear herein below, 
proper case management becomes vital when a suspicious 
transaction is identified. 
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/ Key Components

Consolidated View� 
To be most efficient, an AML solution has a consolidated 
view of all the relevant parts, accounts, transactions, and 
more. This can help investigators to investigate cases 
more efficiently. It also allows intelligent data aggregation 
and a collaborative workflow that streamlines the entire 
process. The solution also has relationship diagrams and 
other visualisations, which can make it easier for analysts 
to make sense of complex data, especially when they are 
able to review the history, make notes and share the case 
with other team members for review.

Intuitive user experience�  
An effective AML solution has a simple and intuitive user 
experience. This is a delicate balance between being too 
simplistic or too hard to use. If it is too simplistic and does 
not provide powerful case management tools, FinTech 
businesses will not benefit much from it. Likewise, if it 
is too hard to use and slows down investigations, it will 
make the entire process less efficient. For this reason, the 
solution must have a streamlined, intuitive, and modern 
interface that will not only enhance a compliance team’s 
effectiveness and efficiency but also improve the business’s 
overall compliance performance.    

Automated SAR filing.   
Typically, once any suspicious activity has been identified, 
the compliance team has to make a filing with the relevant 
authority or regulatory bodies. In some instances, this 
can be complicated and a challenge to do correctly and 
consistently. So, the solution can automate this process and 
file the relevant document with a regulator automatically.  
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/ How It Works 

With an effective AML solution, the 
FinTech business will be able to set 
system flags that will flag all suspicious 
transactions that meet specific criteria. 
Often, the system then groups all 
flagged transactions into a case. 

Here, the process starts with the system 
giving the analyst all the relevant 
information about the suspicious 
activity. The analyst is then able to 
review the data and drill down to view 
related data and historical data that 
could provide some helpful context in 
respect of the transaction. As a result, 
the analyst is able to gain a complete 
view and comprehensive understanding 
of the suspicious activity.

The next step is that the analyst 
records the findings on the suspicious 
transaction by adding notes or 
attachments to the transaction and 
recommending the actions that should 
be taken next. 

Here, businesses can use a workflow 
to ensure that a consistent process 
is followed every time a suspicious 
transaction is flagged. A consistent 
workflow will also apply irrespective of 
which department flags a transaction or 
if a manager looks at the transaction for 
further review. 

As stated before, most jurisdictions 
require certain suspicious activities 
to be reported to regulatory agencies 
reports. The reports must document 
the details of the suspicious activity, 
including the issues identified and who 
was involved. With an effective AML 
solution, this process is automated, 
and the complexity of reporting the 
suspicious transaction to the regulatory 
body can be simplified.
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/ The Bottom Line
From the above, the benefits of using 
an effective and efficient AML solution 
are clear.

For one, FinTech businesses can get 
rapid access to information by using, 
analysing, and maintaining vast amounts 
of data from various sources. It allows 
the company to analyse real-time 
data and historical data concurrently 
and improves the identification and 
compliance workflows.

Another benefit is that businesses will 
be able to detect, monitor, and prevent 
suspicious activities while, at the 
same time, also generating fewer false 
positives. This is simply made possible 
through the use of event processing 
rules and analytics.

As a result, these FinTech businesses 
will make faster decisions. This will 
allow them to design their business 
processes quickly and use them 
dynamically with automatic reporting 
based on predefined processes and 
custom dashboards. This all makes the 
entire AML process far more efficient 
and streamlined compared to traditional 
AML solutions.

Ultimately, these businesses will stay 
in compliance with the regulations, 
and they will be able to adapt their 
solution as the market conditions and 
the regulations change.
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/ Cryptocurrency Crime and Anti-Money 
Laundering Stats

Source: Ciphertrace, Cryptocurrency Crime and Anti-Money Laundering Report,
February 2021

 ⚫ As legitimate cryptocurrency use goes up, crypto crime as a percentage goes down. 
2020 crypto crime was down 57% from 2019, dropping from EUR 3,68 billion to 
EUR 1,56 billion in 2020.

 ⚫ Decentralized finance (DeFi) is the next primary threat vector for fraud and money 
laundering: half of all thefts in 2020, totalling EUR 105,63 million, were DeFi-related 
hacks, and some centralized exchanges, such as Shapeshift, are transforming into 
decentralized exchanges (DEXs) to avoid KYC requirements.

 ⚫ Fraud is the dominant cryptocurrency crime, followed by theft and ransomware.

 ⚫ US exchanges sent EUR 33,7 million worth of BTC directly to criminals in 2020.

 ⚫ 84% of the bitcoin moved in exchange-to-exchange transactions was moved 
cross-border.

 ⚫ A third of cross-border Bitcoin volume is sent to exchanges with demonstrably 
weak KYC.

 ⚫ Forty-one per cent of the total cross-border BTC volume sent from US VASPs  
went to VASPs with demonstrably weak KYC; 50% of the cross-border volume 
received by US VASPs is from exchanges with demonstrably inadequate KYC.

 ⚫ Seventy-eight per cent of BTC Volume from South Korean VASPs is from exchanges 
with demonstrably weak KYC.

 ⚫ Fifty-two per cent of BTC payment volume was sent to exchanges in 2020;  
40% sent to private wallets.

 ⚫ The US leads the world in receiving bitcoin, with 19.3% of BTC sent to exchanges 
globally received by US-domiciled VASPs. Ten per cent of all BTC payments were 
sent to US-domiciled VASPs.

 ⚫ The percentage of global BTC volume sent to high-risk exchanges was at an  
all-time low, with a 59% drop from 2019.  
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If you want to know more about our compliance-related 
services, please e-mail us today at contact@fintechlegal.center                                  
or phone us at +372 602 8411�

 ⚫ Detect, monitor and prevent suspicious activity

 ⚫ Make faster efficient decisions

 ⚫ Design your business and reporting processes

 ⚫ Make sure you stay in compliance.

 ⚫ Compliance Manager/Advisor

 ⚫ Compliance Supervisor

 ⚫ Compliance Specialist.

With our expertise in KYC, Transaction Monitoring, Integrated Case Management and 
AML solutions, you will receive an End-To-End resolution of your challenges:

We are here to make sure your business complies with the regulations.

Choose from a wide range of compliance packages that can aid your business. These 
include:

In addition to this, we will develop an AML/CTF programme and train your compliance 
team, so that they clearly understand your firm’s operations and goals, and protect your 
business. 

/ Let us save you money and help your 
business remain compliant with the law.




