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/ GDPR for Blockchain Businesses: 
Everything You Need to Know
GDPR and blockchain businesses seem to be butting heads. However, 
compliance is simple, with a little bit of background information. 

The General Data Protection Regulation 
(GDPR), a regulation designed to protect 
user data and privacy, was enacted in 
May of 2018� Industries and businesses 
worldwide have been working to be 
compliant with these regulations, and 
many have seen few hiccups in doing 
so. However, one sector continues to 

butt heads with the strict and complex 
regulation–blockchain.

In this in-depth guide, we’ll break down 
what the GDPR regulates, the nature of 
the conflict between the regulation and 
blockchain businesses, and how such 
companies can be compliant in Europe�
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/ The GDPR in a nutshell

Passed by the European Union, the regu-
lation can levy significant fines against 
violators of its policies, going as far as to 
apply tens of millions of euros to those 
who are not compliant.

The GDPR applies to businesses within 
Europe, as well as organisations that tar-
get and collect data that is related to 
European citizens�

The GDPR has quite a few different 
regulations, but the main ones deal with 

how user data is stored, processed, kept,  
and removed. It is well known for regu-
lating how personal information is used 
and sold, requiring businesses to list 
disclaimers with opt-ins to ensure that 
users know where their data will be going 
if they continue onto a specific website.

So how does the GDPR relate to block-
chain businesses in Europe? It all comes 
down to two different articles.

/ What is the GDPR?

The GDPR is undoubtedly a complicated and very descriptive 
regulation. Let’s analyse exactly what it is and what it regulates.

General Data Protection Regulation (GDPR) is particularly tough 
privacy and cybersecurity law that applies to businesses in Europe 
and many companies that operate online and do business with 
European enterprises and individuals� 
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In Article 17 (Right to erasure) of the GDPR’s lengthy regulation outline, some specific 
requirements usually cause issues to blockchain businesses:

1

5
6

4

2

3

“The data subject shall have the right to obtain from the  
controller the erasure of personal data concerning him or her without 
undue delay, and the controller shall have an obligation to erase  
personal data without undue delay where one of the following 
grounds applies:

the personal data are no longer necessary in relation to the purposes for which they 
were collected or otherwise processed;

the personal data have to be erased for compliance with a legal obligation in Union 
or Member State law to which the controller is subject;

the personal data have been collected in relation to the offer of information society 
services referred to in Article 8(1).”

the data subject withdraws consent on which the processing is based according to 
point (a) of Article 6(1), or point (a) of Article 9(2), and where there is no other legal 
ground for the processing;

the data subject objects to the processing under Article 21(1), and there are no 
overriding legitimate grounds for the processing or the data subject objects to the 
processing under Article 21(2);

the personal data have been unlawfully processed;
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Article 19 also touches on erasure, notably the notification obligation regarding erasure of 
personal data or the restriction of processing:

“The controller shall communicate any rectification or erasure of 
personal data or restriction of processing carried out under Article 
16, Article 17(1) and Article 18 to each recipient to whom the personal 
data have been disclosed unless this proves impossible or involves 
disproportionate effort. The controller shall inform the data subject 
about those recipients if the data subject requests it.”

/ What does the GDPR Govern? 

The GDPR regulates the act of processing by a single person, 
a business, or an organisation of personal data related to 
citizens of the European Union�

The GDPR does not regulate the processing of personal data for  
deceased individuals or in the context of legal issues.  
It also does not apply to data processed by online parties for 
personal reasons, as long as there is no feasible connection to 
a commercial activity� When someone uses personal data for 
purposes outside of personal use, then the GDPR applies.

Let’s consider a few examples to get a less vague idea of what 
the GDPR governs. The regulation would apply to an Israeli 
company that does business in the European Union and 
offers financial services to Denmark’s private persons. Thus, 
it would need to process personal data to verify identity and 
loan approvals. The regulation would not apply to an internet 
user in France who uses a personal digital calendar to invite 
family members to a birthday party�
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/ Defining personal data
According to the GDPR, personal data can be defined as any and all information that 
specifically relates to an individual user subject to direct or indirect identification. 
Things like names or email addresses are the more obvious types of personal data that 
a blockchain business can obtain from its customers. The regulation also notes that 
locations, ethnicity and nationality, gender, biometric data, religions, cookies, financial 
information, and political stances are considered personal data.

A few other forms of personal data that are subject to GDPR law include:

Home addresses

Identification numbers

Advertising phone 
identifiers

IP addresses
Medical data held by a 
physician or hospital�

Data that would not be considered 
personal data includes company regis-
tration numbers, a company email 
address, and anonymised data.
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/ What constitutes data  
processing? 
According to the GDPR, data processing 
can be defined as any and all actions 
performed on personal data� This can 
involve automated or manual practices� 
In the regulation’s outline, typical 
data processing examples include the 
storage, structuring, collecting, recording, 

erasing, use, or organisation of personal 
data. To put it simply, data processing is 
any process that is done to someone’s 
personal data�

Some common examples of data 
processing include:

Payroll administration

Video recording, such 
as CCTV footage

Staff management 
information

Storing IP or MAC 
addresses

Sending promotional 
emails or newsletters

Shredding physical 
documents that 
contain personal data

Uploading a photograph 
of a person onto a 
website

Access to databases 
that contain customer 
contacts�
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/ Is your business a Data controller 
or a Data processor?
The terms “data controller” and “data processor” are used frequently in the GDPR outline, 
but these terms might be a bit vague to those who are new to privacy regulation. Let’s 
break down their defi nitions to determine whether your blockchain business is a data 
controller or data processor�
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A data controller is an individual who makes the decisions behind 
how (and why) personal data is being processed. Examples of 
data controllers include business owners and employees that 
handle data. If your business exercises control of the act and 
means of personal data processing and is responsible for deciding 
what data is processed, your business would be considered a 
controller�

/ What is a Data controller?

/ What is a Data processor?

A data processor is an additional party that processes personal 
data as a service for the data controller� Common data processors 
can include cloud servers, email service provides, eKYC providers 
and specialised data processing businesses. Basically, a processor 
acts on behalf of (and on the instructions of) a data controller.  
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/ GDPR compliance for block-
chain businesses made easy
To be compliant with the GDPR, it helps 
to understand where its jurisdiction 
begins and ends. In a write-up on the 
challenges and solutions for GDPR 

compliance, Santa Clara University pro-
fessor of comparative data protection 
law, Lydia de la Torre broke down who is 
subject to the GDPR’s regulations.

“Although EU data protection law stretches beyond the physical 
boundaries of the EU, there are boundaries to its applicability 
established by its territorial scope,” de la Torre noted in the article, 
“GDPR applies to actors that participate in a blockchain provided 
that they (1) have an ‘establishment’ in the EU and process data ‘in 
the context of the activities of the establishment’ or (2) offer goods 
or services targeted to EU residents (Article 2 & 3 of GDPR). Therefore, 
it is possible for some but not all blockchain actors to fall within the 
territorial scope of GDPR. Given the fact that controller liability is, 
by default, joint and several (see Article 26 of GDPR) where any of 
the participants in a blockchain are ‘established’ in the EU or the 
services of the blockchain are to be offered to EU residents, it would 
be advisable to ensure that the whole blockchain is compliant with 
GDPR”.1

So how can a blockchain business begin to become compliant? It 
all comes down to understanding basic compliance regulations 
and records of processing activities.

1 Lydia de la Torre, Blockchain: Challenges and solutions for compliance with the GDPR, viewed 25 January 2021, <https://
medium.com/golden-data/blockchain-challenges-and-solutions-for-compliance-with-the-gdpr-c354987f8fae>
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/ Basic compliance regulations 
We’ll get into the specifics that 
blockchain businesses need to keep in 
mind to be GDPR compliant. Before that, 
it’s essential to understand the basics 
of GDPR compliance from a universal 
standpoint.

To start, businesses need to follow the 
compliance regulations outlined by the 
GDPR:

Understand all of the critical concepts and various 
articles in the GDPR outline� It’s important to understand 
that being GDPR-compliant isn’t just about adding 
a few widgets to your website� It involves changing 
many processes within your organisation, especially for 
blockchain businesses�

Review, edit and update your privacy policy and terms of 
service� Communicate the legal foundation behind data 
processing and your users’ rights under the GDPR� This 
needs to be done in clear and simple language, accessible 
to everyone�

Be as transparent as possible to your users about how 
you plan to use their information�
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Begin training your employees, if applicable, on the 
importance of data protection and GDPR compliance�  
As per Article 13 of GDPR, you need to give notice to your 
employees and your vendors and clients

Process your user data carefully�

Audit and evaluate your products, services, partners, 
tools, etc� and compare them to GDPR guidelines�
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Start data mapping� This makes it possible to get a better 
understanding of how data moves around your business� 
By documenting this, you can make an inventory that 
demonstrates your compliance� 

Draft a data breach procedure�

Use a consent method that is dependable, explicit, and 
easy to use with simple language� In most cases, this 
is an automatic widget that pops up on your website 
whenever a user visits� This consent method will link 
to your privacy policy and outline how you will use a 
user’s information in layman’s terms� They should then 
be offered an opt-in and opt-out option as per GDPR 
guidelines for consent�



17

/ Blockchain business compliance 
regulations 
Blockchain can be GDPR compliant�  
To a degree, GDPR compliance isn’t about 
technology, but rather how technology is 
used�

To start, blockchain companies will need 
to review their digital sales and overall 
marketing activity to ensure that they 
are not collecting personal data without 
consent from data subjects.

From there, the business’ terms and 
conditions should be reviewed to make 

sure it details its dedication to GDPR 
compliance� Part of the GDPR notes 
that information regarding personal data 
processing should be documented in a 
clear, simple language accessible to all. 
If your Terms of service is a bit wordy, 
it would be a good idea to rework some 
of that copy to be more compliant� Just 
as well, your website should be outfitted 
with user consent widgets complete 
with an opt-out option for marketing 
purposes�
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/ Records of processing activities
In Article 30 of the GDPR, it is noted 
that companies are required to keep a 
thorough internal record that contains 
all of the information related to all 
personal data processing activities that are 
conducted by the company� This applies 

to blockchain businesses and businesses 
in general that process personal data in 
the European Union�

A record of processing activities should 
include the following:

Your business’s name and contact information�

Thorough and properly organised data categories�

General description of your business’s technical and 
organisational security practices, such as encryption, 
training processes, restriction information, etc
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Should authorities request this informa-
tion, it must be made available immediately.

It may seem quite inconvenient to have 
to keep ongoing records of processing 
activities, but it can also be a blessing. 

These records make it easier to keep track 
of purchases and customer information� 
It’s recommended that these records are 
stored in an electronic form and kept 
consistently updated�

The group of data subjects (or, the individuals to whom 
the personal data belongs to)�

The purpose of data processing�

A list of the data recipients, especially if there are third-
party entities involved�
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/ Does a business need to carry out a DPIA if they use blockchain?
When it comes to the GDPR, a data 
controller must always carry out a Data 
Protection Impact Assessment (DPIA) 
if there is a chance that processing 
data could be a high-risk scenario for 
specific data subjects’ rights. However, 
the implementation of new technologies 
like the blockchain does not necessarily 
make the DPIA mandatory�

To put it simply, using a blockchain does 
not mean a DPIA is mandatory� A DPIA is 

only required if there are additional data 
processing circumstances which result 
in higher risks.

A DPIA is obligatory if data processing 
for a specific organisation would prevent 
subjects from exercising their rights via 
the GDPR� This could be possible for 
blockchain environments where public 
keys are considered pseudonymous data�  
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It’s no secret that there is some 
tension between GDPR and blockchain 
businesses� Some GDPR provisions seem 
in conflict with blockchain technology’s 
fundamentals, to the extent that some 
mention an “intrinsically incompatibility” 
between the regulation and the blockchain.

Leading questions are: Are there ways to 
be found so that GDPR and blockchain 

co-exist? Can blockchains be compliant 
with the GDPR?

In a research study for the Panel for the 
Future of Science and Technology, Dr 
Michèle Finck broke down the nature of 
this tension and how it could be resolved.

/ The tensions between GDPR 
and blockchain 

“It will be seen that these tensions play out in many domains. For 
example, there is an ongoing debate surrounding whether data 
typically stored on a distributed ledger, such as public keys and 
transactional data qualify as personal data for the purpose GDPR 
threshold of anonymisation.”2

2 Michèle Finck, Blockchain and the General Data Protection Regulation, viewed 25 January 2021, <https://www.europarl.
europa.eu/thinktank/en/document.html?reference=EPRS_STU%282019%29634445>
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A distributed ledger is the heart of 
blockchain and part of what makes it 
such a viable option in terms of currency� 
Distributed ledgers are databases 
that are shared consensually and 
synchronised across different websites, 
organisations, and geographic locations. 
They can be accessed by more than one 
person and serve as a sort of public 
“witness” to cryptocurrency exchanges. 
Any changes made to a ledger are copied 
onto all ledgers that participants share 
in no more than a few seconds. Many 
businesses use centralised ledgers, 

which are substantially more prone to 
fraud and cybersecurity threats since they 
have a single point of failure. Blockchain 
companies aren’t susceptible to such 
threats specifically because of how 
infallible blockchain distributed ledgers 
are-- and that’s why many blockchain 
companies are wary of the vague rules 
that the GDPR lists in relation to the 
blockchain�

Dr Finck went on to identify what the 
critical tensions are between blockchain 
and the GDPR�

“Another example of the tension between blockchain and the GDPR 
relates to the overarching principles of data minimisation and purpose 
limitation,” the study quotes Finck, “Whereas the GDPR requires 
that personal data that is processed be kept to a minimum and 
only processed for purposes that have been specified in advance, 
these principles can be hard to apply to blockchain technologies. 
Distributed ledgers are append-only databases that continuously 
grow as new data is added. In addition, such data is replicated on 
many different computers. Both aspects are problematic from the 
perspective of the data minimisation principle. It is moreover unclear 
how the ‘purpose’ of personal data processing ought to be applied 
in the blockchain context, specifically whether this only includes the 
initial transaction or whether it also encompasses the continued 
processing of personal data (such as its storage and its usage for 
consensus) once it has been put on-chain.” 
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The most controversial GDPR mandate is the so-called “Right 
to be forgotten” (or “Right to erasure”). This right appears in 
Recitals 65 and 66 and Article 17 of GDPR:

/ Blockchain and the “right to be forgotten”

if one of some conditions applies�

The right in question dovetails with 
the individual’s right to access his/her 
personal information under Article 15� The 
right to control one’s data is meaningless 
if the data subject can’t take action when 
he no longer consents to process, or 

when there are significant errors within 
the data, or if he believes the information 
is being stored unnecessarily. Because 
of their characteristics, blockchains are 
essentially immutable and, therefore, 
data stored in them can’t be deleted. 
Blockchains are designed to last forever.

“The data subject shall have the right to obtain from the controller the erasure of 
personal data concerning him or her without undue delay, and the controller shall 
have an obligation to erase personal data without undue delay”
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/ Blockchain and data controllers
Another conflict between blockchain 
and GDPR arises when it comes to the 
definition of data controllers. GDPR puts 
a lot of accountability on those subjects 
that are easy to define in centralised 
organisations. On the contrary, in the 
blockchain world, it’s challenging to 
identify who is in real control of the data.

In a distributed ledger system, anyone 
who joins the peer-to-peer network and 
runs the software becomes a “node”. 
Each node processes data without 
having control over how the system 
works. There are no subjects who have 
the authority to amend and or correct 
a block, once it’s incorporated into the 
chain�

Therefore, the question is: If the blockchain 
company that enabled someone to put 
data onto the chain isn’t the data controller, 
then who is?

Every person who accesses the network 
(every “node”) might be considered 
a data controller. If this is the case, 
unlike centralised controllers, nodes 
can’t comply with the GDPR obligations, 
given their limited influence over the 
information stored on the ledger.

/ Decentralised ledgers and data privacy
Blockchain believes that privacy rights are best protected by advanced cryptographic 
solutions and decentralised and immutable distributed ledger systems of storage and 
protection�

These characteristics contrast with those of centralised forms of data management 
(where’s clear who is the controller of data), that EU lawmakers had in mind when drafting 
the GDPR�
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/ GPDR and blockchain: 
some possible solutions
Despite the number and nature of the conflicts summarised in the previous paragraph, 
solutions to match the GDPR provisions and the blockchain’s nature are available. These 
solutions can mitigate the impact of GDPR on blockchain businesses and enable them to 
become (more) compliant with the regulation.

/ Off-chain storage
One potential solution is to store all 
personally identifiable information in 
separate off-chain databases. In this 
scenario, only references and a hash of 
this data is stored in the blockchain�

Data can be erased in the off-chain 
database, in compliance with the GDPR 
requirements when someone exercises 
his/her “right to be forgotten.” The referral 
information stored on the blockchain 

would become useless, without shattering 
the blockchain itself�

While this solution could help blockchain 
businesses comply with the GDPR 
provisions, it must be noted that it 
would negate the security and efficiency 
benefits of the blockchain, reducing its 
effectiveness and transparency. The 
information would become vulnerable to 
hacking, for example.



26

/ Deletion of encryption keys
Some blockchain businesses are already 
keeping personal information on the 
blockchain while making it impossible to 
access it if the data subject requests the 
information to be deleted�

This is usually achieved by encrypting 
all personal data with key or hash. When 
the data subject exercises the “right 
to be forgotten”, the key is deleted, the 

information becomes unobtainable and 
is lost in the blockchain�

Whether Data Protection Authorities 
will accept this as a solution remains 
to be seen. While GDPR doesn’t define 
what “erasure of data” means, Member 
States’ authorities might question that 
unobtainable data isn’t erased.
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/ Pseudonymisation and anonymisation
An exciting solution for GDPR compliance 
within the blockchain world is using so-
called pseudonymisation techniques, 
combined with data stored off-chain.

Under GDPR, data is pseudonymous when 
it is “no longer be attributed to a specific 

data subject without the use of additional 
information”. This solution may allow a 
user to remove all of his/her personal 
information from the chain, thanks to 
the combination of the followings:

Blockchain-stored pointers to off-chain stored personal 
data can result in the pseudonymisation of such data

Off-chain stored personal data can be destroyed

The link to off-chain stored personal data can be removed

The blockchain-stored data becomes anonymous�

However, it must be noted that someone states that, 
even with all cryptographic hashes, a link back to the 
original personal data can still be obtained� Under this 
interpretation, pseudonymous data still allows for re-
identification
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/ Self-sovereign identity (Sovrin) application

/ Use of private or enterprise blockchains

The protocol known as “Sovrin” suggests that data subjects control their data. The 
Sovrin ledger doesn’t store personal data. Instead, it acts as a directory of pointers to an 
individual’s data stored in traditional centralised databases.

Within the self-sovereign identity application, individuals grant limited access to third 
parties, and provide them with only that information needed to transact the business at 
hand, and only for such a specific purpose.

Because the blockchain keeps track of the record of the access, the Sovrin ledger 
generates an immutable record of who was accessing the information, along with how 
the information was being used.

Unlike public blockchains, private or enterprise blockchains limit personal information 
dissemination to specific entities (one company or a limited number of businesses).

When the scale of the chain is reduced, fewer individuals have access to sensitive 
information. Consequently, the possibility of data breaches diminishes significantly.
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/ Closing summary - GDPR 
for blockchain businesses
The General Data Protection Regulation is 
a relatively new data privacy and security 
law that is drafted to protect user data 
and privacy� Blockchain companies 
are subject to the GDPR, namely in 
relevance to the Right to Erasure (Article 
17) and “Notification obligation regarding 
rectification or erasure of personal data 
or restriction of processing” (Article 19).

The GDPR has various regulations in 
place for data processors and controllers� 
Data controllers are entities (such as 
a business) that deals with processing 
personal data and makes decisions 
on how or why such data is processed 
and used. On the other hand, a data 
processor is a third-party organisation 
that processes data for other businesses 
or entities and does not make any official 
decision about the data processed�

There are several compliance practices 
that businesses can apply� These include 
implementing proper training, data 
mapping your business, updating your 

terms of service, investing in new widgets 
for opting in or out of data processing, 
and much more�

Blockchain businesses that regularly 
process personal data have over 250 
employees, and process any personal data 
that contains sensitive information (such 
as medical records, racial information, 
criminal records, etc.) must have Records 
of Processing Activities available. These 
records must be updated continuously, 
and a Data Protection Officer should 
be appointed to ensure that these 
records are adequately maintained on an 
electronic platform. Using a blockchain 
does not mean performing a DPIA is 
mandatory�

The central tension between the GDPR 
and blockchain businesses comes down 
to the right to erasure, which can be 
nearly impossible due to the ledgers 
built into blockchain. However, there are 
some solutions in place�
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/ You need our GDPR compliance tool for 
FinTech businesses!

We off er solutions starting from EUR 39 per 
month. To know more about our tool, please visit 
https://fi ntechlegal.center/services/privacy-and-gdpr/

We keep track of your processing activities

We create and manage documents

We provide reports to your data 
protection regulatior in any EU language

We also regularly update our online tool 
to meet the latest requirements of the 
General Data Protection Regulation and 
your local data protection authority

Our solution makes it easy for your FinTech 
businesses to comply with the General Data 
Protection Regulation.

⚫ Suitable for FinTech corporates and SMEs

⚫ East-to-use & cost-eff ective SaaS solution

⚫ Saves time otherwise spent on static tools 
like MS Excel

⚫ Regulator-ready reporting in all offi  cial EU 
languages

⚫ Ideal for Data Protection Offi  cers and privacy 
experts

⚫ Set-up support and customer support 
included




